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THREAT MODELLING 

FIX THE BIGGEST PROBLEMS FIRST



THREAT MODELLING 

FIX THE BIGGEST PROBLEMS FIRST

Software Vulnerabilities 

Securing Accounts 



P L U S

WE  F A C E

Targeted Attacks

Malware
Corporate Information Gathering
Ransomware
Identity Theft

SOFTWARE VULNERABIL IT IES



SOFTWARE VUNERABIL IT IES

S O L U T I O N S
Beware of installing malware

Maintain Updates 

Antivirus software - Avast
Malware detection - Malwarebytes

If you don't use it, uninstall it 



SECURING YOUR ACCOUNTS

S E C U R I N G  Y O U R
A C C O U N T S

PASSWORDS AND MULTI -FACTOR AUTHENTICATION



SPEAR PHISHING ATTACK
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SECURING YOUR ACCOUNTS

L I M I T A T I O N S
doesn't protect other people's machines 

state-level attacks

backdoors

holes in software

fire, flood, loss, theft

physical security
Locking the door when the thief is in the house
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SECURING YOUR ACCOUNTS

M O D E R N I S M
PASSWORD CHECK- UP!

Take a step forward if you answer yes



SECURING YOUR ACCOUNTS

S . U . R . E
WHAT MAKES  A  GOOD PASSWORD?



SECURING YOUR ACCOUNT

SE N T E N C E - L E N G T H
S . U. R . E

Passwords should be pass phrases 
- at least 5 words long - 



SECURING YOUR ACCOUNT

UN I Q U E
S . U. R . E

One password for each account



SECURING YOUR ACCOUNT

R A N D O M
S . U. R . E

- not a phrase in publication -  
- should not come from your life -  

- uses special characters to break up words -



SECURING YOUR ACCOUNT

E A S Y  T O  R E M E M B E R
S . U. R . E

Easy to crack Hard to rememberHard to crack, easy
to remember



SECURING YOUR ACCOUNT

P A S S W O R D
M A N A G E R S

S O L U T I O N : K E E P A S S

Security isn't just about technology,
it's about human behaviour 



M U L T I - F A C T O R
A U T H E N T I C A T I O N

SECURING YOUR ACCOUNTS



SECURING YOUR ACCOUNT

2 - F A C T O R  
A U T H E N T I C A T O R S

S O L U T I O N : F R E E  O T P

G O O G L E
A U T H E N T I C A T O R



DIGITAL  SECURITY

S T E P S
N E X T

E N C R Y P T :

D A T A  A T  R E S T
phones, computers, backups 

D A T A  I N  T R A N S I T
chat apps, email https://www.accessnow.org 



DIGITAL  SECURITY
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Q U E S T I O N S



DIGITAL  SECURITY

COMMON CHALLENGES  |  PRACTICAL  SOLUTIONS

T H A N K    
Y O U !

info@tjwg.org 

https://www.tjwg.org


