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THREAT MODELLING

FIX THE BIGGEST PROBLEMS FIRST




THREAT MODELLING

FIX THE BIGGEST PROBLEMS FIRST

e Software Vulnerabilities

e Securing Accounts




SOFTWARE VULNERABILITIES

WE FACE

Malware

Corporate Information Gathering
Ransomware

|[dentity Theft

e Targeted Attacks



SOFTWARE VUNERABILITIES

SOLUTIONS

Beware of installing malware

Maintain Updates
Antivirus software - Avast
Malware detection - Malwarebytes

If you don't use it, uninstall it




SECURING YOUR ACCOUNTS

SECURING YOUR
ACCOUNTS

PASSWORDS AND MULTI-FACTOR AUTHENTICATION




SPEAR PHISHING ATTACK

- Forwarded message ———

From: Google Accounts Team <no-relpy@accounts. gmail.coms
Date: 4 January 2018 at 03:00

Subject Someone had vour password

T

Google

Someone has your password

HI .
Somacna |ust usad your password 1o lry to sign In 1o your Google Account

Detail:
Thursday, Jan 04, 2018 03:00 AM (UTC)
Boston, MA, USA*

Google stopped this sign-in iry, bul you should review your recently used devices:

The Google Accounts leam

This email can'l receive replies. For more information, visit the Googhe Accounis Help Canlers

You necerved this email service announcamant i updaie you aboul important changes o your Google product or acooul.




SPEAR PHISHING ATTACK

Signin

with your Google Account

Email or phone
usernametest@gmail.com

Forgot email?

More options

NEXT

English (United States) ~

Help Privacy

Terms




SECURING YOUR ACCOUNTS

BERKSHIRE UNIVERSITY | COLLEGE OF ARCHITECTURE



SECURING YOUR ACCOUNTS

PASSWORD CHECK-UP!

Take a step forward if you answer yes

BERKSHIRE UNIVERSITY | COLLEGE OF ARCHITECTURE




SECURING YOUR ACCOUNTS

WHAT MAKES A GOOD PASSWORD?

S.U.R.E




SECURING YOUR ACCOUNT

S.U.R.E

SENTENCE-LENGTH

Passwords should be pass phrases
- at least 5 words long -




SECURING YOUR ACCOUNT

S.U.R.E

UNIQUE

One password for each account




SECURING YOUR ACCOUNT

S.U.R.E

RANDOM

- not a phrase in publication -
- should not come from your life -
- uses special characters to break up words -




SECURING YOUR ACCOUNT

S.U.R.E

EASY TO REMEMBER

Easy to crack Hard to crack, easy Hard to remember
to remember




SECURING YOUR ACCOUNT

SOLUTION: KEEPASS

PASSWORD
MANAGERS

Security isn't just about technology, m
it's about human behaviour LastPass
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SECURING YOUR ACCOUNT

SOLUTION: D
2-FACTOR

AUTHENTICATORS

GOOGLE
AUTHENTICATOR
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®
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DIGITAL SECURITY

NEXT

STEPS

https://www.accessnow.org

ENCRYPT:

DATA AT REST

phones, computers, backups

DATA IN TRANSIT

chat apps, email




DIGITAL SECURITY

QUESTIONS

COMMON CHALLENGES | PRACTICAL SOLUTIONS




DIGITAL SECURITY

THANK
YOU!

iInfo@tjwg.org
https://www.tjwg.org
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